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1. Installation and Configuration

1.1. Power Supply

1. The TYA-192 is powered by DC 5V / 8A and DC 12V / 6A power supply.

2. After power is supplied, check the “POWER” LED on (Green light).

1.2. Preparing for Configuration

To configure a TYA-192, a managing computer with a Web browser is needed. For first-time con-
figuration of a TYA-192, an Ethernet network interface card (NIC) should have been installed in the
managing computer. For maintenance-configuration of a deployed TYA-192, either a wireless com-
puter or a wired computer can be employed as the managing computer.

NOTE:

If “Opera” browser is used to configure an TYA-192, click the menu item File, click
Preferences... click File types, and edit the MIME type, text/html, to add a file exten-
sion “.sht” so that Opera can work properly with the Web management pages of the
TYA-192.

Since the configuration/management protocol is HTTP-based, you have to make sure that the IP ad-
dress of the managing computer and the IP address of the managed TYA-192 are in the same IP subnet
(the default IP address of an TYA-192 is 192.168.0.1 and the default subnet mask is 255.255.255.0.)

1.2.1. Connecting the Managing Computer and the TYA-192

To connect the managing computer and the TYA-192 for first-time configuration, you have two
choices as illustrated in Fig. 1.

Crosss-over
Ethernet cable |:_|
—=\
=
Normal Normal l l
Ethernet cable / Ethernet cable
 \ ] —_
=
Managing Ethernet
Computer Hub / Switch Managed
TYA-192

Fig. 1. Connecting a managing computer and an TYA-192 via Ethernet.




You can use either a cross-over Ethernet cable (included in the package) or a switch/hub with 2
straight-through Ethernet cables.

One connector of the Ethernet cable must be plugged into the LAN Ethernet port of the

NOTE: | 1y A-192 for configuration.

1.2.2. Changing the TCP/IP Settings of the Managing
Computer
Use the Windows Network Control Panel Applet to change the TCP/IP settings of the managing

computer, so that the IP address of the computer and the IP address of the TYA-192 are in the same
IP subnet. Set the IP address of the computer to 192.168.0.xxx.

For some versions of Windows, the computer needs to be restarted for the changes of

NOTE: TCP/IP settings to take effect.

1.3. Configuring the TYA-192

The TYA-192 is DHCP server enabled by default. After the IP addressing is configured, launch a
Web browser on the managing computer. Then, go to “http://192.168.0.1” to log on to the
TYA-192 for Web-based management.

For maintenance configuration, the TYA-192 can be reached by its host name using a
TIP: Web browser. For example, if the TYA-192 is named “AP”, you can use the URL
“http://AP” to access the Web-based management interface of the TYA-192.

1.3.1. Entering the User Name and Password

Before the Home page is shown, you will be prompted to enter the user name and password to gain
the right to access the Web-based Network Manager. For first-time configuration, use the default user
name “root” and default password “root”, respectively.

Wireless Hotspot Gateway

User name:

Password:

Fig. 2. Entering the user name and password.



It is strongly recommended that the password be changed to other value for security rea-

NOTE: sons. (See Section 1.6.2 for more information).

Web-Based Network Management

» Home

Status
» SETUP WIZARD
‘fou can use the Status screen to see the connection status for WAN/LAN interfaces, firmware and hardware version numbers, any

S e illegal attempts to access your network, as well ag information on all DHCP client PCs currently connected to your network.
TCP/IP
WIRELESS Current Time: 01022007 03:44:08 Tuesday
System Up Time (hr:min:sec): 1:48:13
b INTERNET GATEWAY INFORMATION
ADVANCED Operational Mode: DHCP-based connection MAC Address: 00-09-82-02-05-A0  Model: Wireless Hotspot Gateway
IP Address: 192.168.0.1 Host Mame: gateway
STATUS Link Status: Link Up Subnet mask: 2556255 265.0 Bios Yersion: AGYID2510 v1.3
MAC Address: 00-09-92-02-05-AE Firrware “ersion: 3.6.5.0041T
Logout YWWAN Connection Status Wireless Settings

Acquired IP: 192.165.100.153
Acquired netmask: 2552585 265.0

Services Status: Ok
MAC Address: 00-09-92-02-05-AD

Default gateway: 192.165.100.254
Acguired DNS server 1: 168.95.1.1
Acquired DNS server 2:

Obtain frarm a DHCP server
Trigger mode: Auto

Channel number: B

Data rate: Auto

S5ID: wireless

Security mode: Open System

Restart

SYSTEM LOG
Wiew any atternpts that have been made to gain access to
your network.

DHCP CLIENT
Wiew information on LAN DHCP clients currently linked to the
Wyireless Hotspot Gateway

01/02/2007 03:44:07 [00-02-92-02-05 % IP: 152.168.0.2 MAC: DD—DZ—AS—BC—S‘};I
01/02/2007 03:41:01 [00-02-92-02-05
01/02/2007 03:39:11 [00-09-92-02-05
01/02/2007 02:56:27 [00-02-92-02-05
01/02/2007 02:14:54 [00-09-92-02-05
01/02/2007 02:08:11 [00-02-92-02-05
01/02/2007 01:56:59 [00-09-92-02-05
01/02/2007 01:56:34 [00-02-92-02-05
01/02/2007 01:56:10 [00-08-8z-02-05 vi
hJ L3

< —

Fig. 3. The Home Page.

On the Home page, click the SETUP WIZARD to quickly change the configuration of the gateway.



1.3.2. SETUP WIZARD Step 1: Selecting an Operational
Mode

Step 1: Select an Operational Mode
*  Gateway with a PPPoE-Based DELICable Connection

0 Gateway with a DHCP-Based DEL/Cable Connection

i Gateway with a Static-IP DSL/Cakle Connection

Fig. 4. Operational modes.

1.3.3. SETUP WIZARD Step 2: Configuring TCP/IP Settings

1.3.3.1. Router with a PPPoE-Based DSL/Cable Connection

Step 2: Configure TCP/IP Settings

Ethernet WA Interface

Trigger mode: m
Iazirmirn transmission wmt: W

Teer name: |username
Password: I

Confirm password: |

Service narne: |

Idle disconnect time (i ): |1D—

Host name: W
Ethernet/Wireless LAY Interfaces

IP address: W
Subret mask: W

Fig. 5. TCP/IP settings for Router with a PPPoE-Based DSL/Cable Connection mode.

In this mode, two IP addresses are needed—one for the Ethernet LAN interface and the other for the
WAN interface. The LAN IP address must be set manually to a private IP address, say 192.168.0.xxx.
The default LAN IP address is 192.168.0.1 and the default subnet mask is 255.255.255.0. In most
cases, these default settings need no change.

As for the WAN IP address, it is obtained automatically by PPPoE from the ISP. Consult your ISP for
the correct User name, Password, and Service name settings.



The Trigger mode setting specifies the way a PPPoE connection is established. Your PPPoE connec-
tion can be established and torn down manually (Manual) by clicking the Connect and Disconnect
buttons on the Start page, respectively. Or you can choose to let the device automatically (Auto) es-
tablish a PPPoE connection at boot-up time. In Auto mode, if the connection is disrupted, the device
will try to re-establish the broken connection automatically.

1.3.3.2. Router with a DHCP-Based DSL/Cable Connection

Step 2: Configure TCP/TP Setting

Ethernet WATY Interface

Trigger mode: m

Host name: W
EthernetWireless LAY Interfaces

IP address: W
Subnet mask: W

Fig. 6. TCP/IP settings for Router with a DHCP-Based DSL/Cable Connection mode.

In this mode, two IP addresses are needed—one for the Ethernet LAN interface and the other for the
WAN interface. The LAN IP address must be set manually to a private IP address, say 192.168.0.xxx.
The default LAN IP address is 192.168.0.1 and the default subnet mask is 255.255.255.0. In most
cases, these default settings need no change.

As for the WAN IP address, it is obtained by DHCP from the ISP. The Trigger mode setting affects
the behavior of the DHCP client of the Router. In Auto mode, you don’t have to worry about the
DHCP process; the device takes care of everything. In Manual mode, there are two buttons on the
Start page for you to manually release an obtained IP address (Release) and re-obtain a new one from
a DHCP server (Renew).

1.3.3.3. Router with a Static-IP DSL/Cable Connection

Step 2: Configure TCP/IP Settings

Ethernet WA Interface

[P address: lm
Subnet mask m
Default gateway: IW
Pritnaty DS server: W
Secondary DNS server: l—
Host name: W
Ethernet/Wireless LA Interfaces

IP address: IW
Subnet mask: lm

Fig. 7. TCP/IP settings for Router with a Static-IP DSL/Cable Connection mode.



In this mode, two IP addresses are needed—one for the Ethernet LAN interface and the other for the
WAN interface. The LAN IP address must be set manually to a private IP address, say 192.168.0.xxx.
The default LAN IP address is 192.168.0.1 and the default subnet mask is 255.255.255.0. In most
cases, these default settings need no change.

As for the WAN IP address, it must be manually set. Consult your ISP for the correct IP address,
Default Router, Subnet mask, Primary DNS server, and Secondary DNS server settings.

1.3.4. SETUP WIZARD Step 3: DHCP Server Settings

Step 3: DHCP Server Settings

Functionality: Im
Basic

Drefault gateway: W
Subtiet mask: |255.255.255.D
Primary DN3 server: W
Secondary DINS server: |

First allocatable IP address: W
Allscatable IP address count: 200

Fig. 8. DHCP Server Setting

The TYA-192 can automatically assign IP addresses to client computers by DHCP. You can specify
the first [P address that will be assigned to the clients and the number of allocatable IP addresses. In
most cases Default gateway and Primary DNS server should be set to the IP address of the Router’s
LAN interface (e.g., the default LAN IP address is 192.168.0.1 and the Subnet mask is set to
255.255.255.0.)

Step 3: DHCP Server Setiings

Functionality: IDHCF' Relay vl

DHCP Relay Setting

DHCF Server IF address: |192_1EB_158_1
Fig. 9. DHCP Relay Setting

When functionality is set to DHCP Relay, the TYA-192 would not assign any IP address to the cli-
ents. It forwards the received DHCP requests from the clients to the designate DHCP server.



1.3.5. SETUP WIZARD Step 4: Configure IEEE 802.11 Set-
tings

Step 4: Configure IEEE 802.11 Settings

Eegulatory domaimn: ET=! (Europe) =
Chatmel number: IE 'I
MNetwork name (S5ID): |Wire|ess

Fig. 10. IEEE 802.11b communication settings.

The number of available RF channels depends on local regulations; therefore you have to choose an
appropriate regulatory domain to comply with local regulations. The SSID of a wireless client com-
puter and the SSID of the wireless access Router must be identical for them to communicate with each
other.

1.3.6. SETUP WIZARD Step 5: Configuring the Billing Set-
ting

Step S: Configure Billing Settings

Service Plan
#  Time to Finish

The subsciiber can access Internet only one time with one account. Once subscriber loging, the pre-defined
usage time will start until nan owt even the subscriber stop to access the Internet before run out.

' Accumulation

The subsciiber can access Internet several tites with one account. The system can keep and accumulate
evety single usage time until the pre-defined usage time nan out.

Price Plan
=elect button TTzage Time Chatge

A |3EI Iminutesj |1
E IEEI Iminutesj |2
C |2 [Hours =] |3

Others |3EI | minutes j per smallest monetary it
Expiration
Account will be deleted after I‘IEE hours automatically.

Fig. 11. Configure Billing Steetings
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There are two service plans: Time to Finish and Accumulation.
Time to Finish means the subscriber can access Internet only one time with one account. Once
subscriber login, the pre-defined usage time will start until run out even the subscriber stop to access

the Internet before run out.

Accumulation means the subscriber can access Internet several times with one account. The system
can keep and accumulate every single usage time until the pre-defined usage time run out.

There are four selections for price plan: A, B, C, and others.

Expiration is the setting for the pre-defined usage duration time.

1.3.7. SETUP WIZARD Step 6: System Setting.

Step 6: Configure System administrator and Time Settings

Old administrator password: |

Modified type: |D|:|n‘t change j
Administrator

Admmstrator name: I

Hew password: |
Confirm password: |

Account Manager

Wlanager natne: |

Mew password: |
Confirm password: |
Time

. Get Time
et titme from your Computer: _

Current Time: 01/04/2007 02:24:10 Thursday

Fig. 12. Configure System administrator and Time Settings

1.3.8. Configuring User Authentication Settings

The TYA-192 supports both Web redirection-based and non-802.1x-based user and IEEE
802. I1x-based user authentication.

After the IP addressing settings have been set using SETUP WIZARD, you have to configure Web
redirection settings and/or IEEE 802.1x settings for wireless user authentication.

When both Web redirection and IEEE 802.1x are enabled, the authentication process will first tried

8



IEEE 802.1x and then Web Redirection. In this way, the wireless access router can serve both IEEE
802.1x-enabled and IEEE 802.1x-disabled wireless users.

1.3.8.1. Web Redirection

To setup Web redirection-based user authentication, go to the AAA->Web Redirection section for
configuration. There are three combinations for Web Redirection and Authentication method:

1. Enable with Authentication — Enable both Web-Redirection and user Authentication mechanism.

Basic

Functienaltty: |Enah|ed with Authentication =
Enctyption method: |f1EI1 Authorization j

Fig. 13. Web redirection settings — Enable with Authentication

1.1.  Encryption Method:

1.1.1. 401 Authorization: Logon page on Pop-up window.

1.1.2. CGI with Plain Code: Logon page on web browser, username/password without
encryption (plain text).

1.1.3. CGI with Base64: Logon page on web browser, username/password with
Base64 encryption.

1.1.4. CGI with SSL: Logon page on web browser, username/password with SSL en-
cryption.

2. Enable without Authentication — Enable only the Web-Redirection, but disable the user Authenti-
cation mechanism. User will automatically redirect to the destination web page if the URL indi-
cated.

Easic

Functionality: |Ena|:|led without Authentication |

Tzer redirect page http:fd

Fig. 14. Web redirection settings — Enable without Authentication

3. Disable — Disable all Web-Redirection mechanisms.

1.3.8.2. Local Authentication Sever

The TYA-192 supports the local Authentication Sever for some hotspot venues where Billing server(s)
is difficult to be implemented. The local Authentication Server contains the built-in database for 2,000
user entries.



To setup the Local Authentication method:

1.  Go to the section AAA->Web Redirection, in ‘Functionality’ of ‘Basic’ column, select ‘En-
abled with Authentication’.

Basic
Functionality: | Enabled with Authentication |
Encryption method: [401 Authorization =]

Fig. 15. Enable with Authentication Settings

2. Go to the AAA->Billing to setup the billing information.
Billing

Service Plan

% Time to Finish

The subscriber can access Internet only one titme with one account. Onee subscriber login, the pre-defined
usage titne will start until ran out even the subscriber stop to access the Internet before man out.

' Accunulation

The subscriber can access Internet several times with one account. The system can keep and accunulate
evety sitigle usage titme until the pre-defined usage time nan out.

Price Plan
Select button Tsage Time Charge

A ISD Iminutesj |1
E IED Iminutesj |2
cC |2 IHUurs =] |3

Others ISD I minutes j per smallest monetary umt

Expiration
Account will be deleted after |155 hours automatically.

Fig. 16. Setup the billing information

3. Go to the section STATUS->Account Table to see the history of the latest 300 user accounts.
“Clean Table’ button uses to remove all user accounts.

Account Table

Eemowe all accounts from table Clean Table |
Select :IF'E'QE1 'I

Account Table List (Latest 300 Users)
No. | User Mame | Pass word | Mac Address | Purchased(min.) | Remaining Credii(min.) | Valid Period(min.) | Cost |Status

Home ] peirsn

Fig. 17. Local User Database Management
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4.  All the status of generated local users will show in the ‘Account Table List’. The account table
list also includes the accounts which are randomly generated by the gateway as using the control
keypad. The user must use the generated username and password for access logon process.
There are 3 type status of each user account:

O  Register: to show the generated user who has not yet logon and been activated.
O  Active: the generated user who has successfully logon and access the Internet. The MAC
address and Login Time of the activated user will be also shown while user has been acti-

vated.

O  Logoff: Log off.

1.4. Using Web-Based Network Management

Web-Based Network Management

» Home

Status
» SETUP WIZARD
‘You can use the Status screen to see the connection status for WAN/LAN interfaces, firmware and hardware version numbers, any

it STEM illegal attermpts to access your network, as well as information on all DHCP client PCs currently connected to your network.
TCP/IP
WIRELESS Current Time: 01/02/2007 03:44:08 Tuesday
System Up Time (hr:min:sec): 1:48:13
ol INTERNET GATEWAY INFORMATION
ADVANCED Operational Mode: DHCP-based connection MAC Address: 00-09-92-02-05-A0  Model: Wireless Hotspot Gateway
IP Address: 192.165.0.1 Host Mame: gateway
STATUS Link Status: Link Up Subnet mask: 255.255.205.0 Bios Version: AGYID2510 v1.3
MAC Address: 00-09-92-02-05-AE Firrmeare %ersion: 3.6.5.0041T
Logout WWAN Connection Status Wireless Settings
Acguired [P 192.168.100.153 Services Status: Ok
Acquired netmask: 255.255.255.0 MALC Address: 00-09-92-02-05-AD
Default gateway: 192.168.100.254 Channel number: B
Acquired DNS server 1: 168.95.1.1 Diata rate: Auto
Acquired DNS server 2: S5ID: wireless
Obtain fram a DHCP server Security mode: Open System
Trigger mode: Auto
SYSTEM LOG DHCP CLIENT
“Wiew any atternpts that have been made to gain access to “iew information on LAN DHCP clients currently linked to the
your network. YWireless Hotspot Gateway
01/02/2007 03:44:07 [00-09-92-02-05 4~ IP: 192.168.0.2 MAC: DD—DZ—AS—QC—SQ:J

01/02/2007 03:41:01 [00-02-92-02-05
01/02/2007 03:39:11 [00-02-92-02-05
01/02/2007 02:56:27 [00-09-92-02-05
01/02/2007 02:14:54 [00-02-92-02-05
01/02/2007 0D2:08:11 [00-09-92-02-05
01/02/2007 01:56:59 [00-02-92-02-05
01/02/2007 01:56:34 [00-08-8z2-02-05

01/02/2007 01:56:10 [00-02-392-02-05« -
4 | 3 4 | ¥
et |

Fig. 18. The Home page.

1.4.1. Menu Structure

The left side of the start page contains a menu for you to carry out commands. Here is a brief descrip-
tion of the hyperlinks on the menu:
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Home. For configuration setting summary.

SETUP WIZARD. For you to quickly set up the Router.

SYSTEM. System monitoring information.

Operational Mode. Operational mode of the TYA-192 based on the type of the Internet
connection provided by the ISP.

Password Settings. For gaining right to change or view the settings and status of the
Router.

Firmware Tools. For upgrading the firmware of the Router and backing up and restoring
configuration settings of the Router.

Time Zone. Time zone and SNTP (Simple Network Time Protocol) server settings.

Location Information

TCPI/IP. TCP/IP-related settings.

Address. IP addressing settings for the Router to work in the TCP/IP networking world,
or user name and password provided by the ISP.

DHCP Server. Settings for the DHCP (Dynamic Host Configuration Protocol) server on
the Router.

Zero Client Reconfiguration. Settings for wireless clients to associate to TYA-192
without any network setting modification.

PPTP Client. Settings for VPN (Virtual Private Network) packets to pass through inter-
net-internet boundary.

WIRELESS. IEEE 802.11-related settings.

Communication. Communication settings for the IEEE 802.11b/g interface of the wire-
less access Router to work properly with wireless clients.

Security. Security settings for authenticating wireless users by IEEE 802.1x and encrypt-
ing wireless data.

AAA. Authentication, Authorization, and Accounting settings.

Web Redirection. Web redirection settings for how a wireless user’s HTTP request is
“redirected” for authentication.

Session Control. Settings for controlling lifetimes of user authentication sessions.

Auth Page Customization. Settings for customizing the contents of log-on, log-off,
authentication success, and authentication failure authentication pages.

Billing. Settings for Service Plan, Price Plan, and Expiration.

ADVANCED. Advanced settings of the Router.

12



Filters & Firewall. Packet filtering and firewall settings for user access control and pro-
tection from hacker attacks from the Internet, respectively.

Management. Web-based management types, UPnP, and SNMP settings.

LAN Device Management. Settings for the Router to know what LAN devices it has to
manage.

® Status. System monitoring information.

Associated Wireless Clients. Display the status of all wireless clients who associated
to TYA-192.

Authenticated Users. Display the status of the users who have been authenticated by
TYA-192. Authenticated users can be also forced terminated in this table.

Account Table. Generate the new users in the authentication mode by Local Accounts.
Billing ticket will be also generated and printed by pressing ‘Generator’ button on this

page.
Amount Log. Display the statistics for the account table.
Session list. Display the status of session traffic of TYA-192.

Managed LAN Devices. Display the status of local LAN devices which connected to
TYA-192.

Diagnosis Log. Display the status log between control board and gateway.

Diagnosis Status. Display the system status.

1.4.2. Save, Save & Restart, and Cancel Commands

EN T ETE

Fig. 19. Save, Save & Restart, and Cancel.

At the bottom of each page, there are up to three buttons—Save, Save & Restart, and Cancel. Click-
ing Save stores the settings changes to the memory of the Router and brings you back to the start page.
Clicking Save& Restart stores the settings changes to the memory of the Router and restarts the
Router immediately for the settings changes to take effect. Clicking Cancel discards any settings
changes and brings you back to the start page.

If you click Save, the start page will reflect the fact that the configuration settings have been changed
by showing two buttons—Restart and Cancel. Clicking Restart restarts the Router for the settings
changes to take effect.

13



1.4.3. Home and Refresh Commands

[ rome ] Retrsh |

Fig. 20. Home and Refresh.

At the bottom of each status page that shows read-only information, there are two buttons—Home
and Refresh. Clicking Home brings you back to the start page. Clicking Refresh updates the shown
status information.

1.5. Seeing Status

1.5.1. Associated Wireless Clients

Wireless Clients Status (Latest 256 clients)
No.| MAC Address IP Address | IMame | Tx Byies | Rx Byles Last Activity Time
1 | 00-04-79-64-11-2B 19216802 20900 154280 01,/042007 06:54:02 Thursday

Fig. 21. Status of associated wireless clients.

On this page, the status information of each associated client, including its MAC address, IP address,
user name (if the client has been IEEE 802.1x authenticated), number of bytes it has sent, number of
bytes it has received, and the time of its last activity, is shown.

1.5.2. Authenticated Users

Authenticated Users Tahle (Latest 200 Users)
No. | Idle Time (sec.) | User Mame | IP Address MAC Address Status Statistics | Terminate
1 43 rbopa 192.168.0.2 00-04-79-64-11-88 | Connected Detail Terinate

Fig. 22. Authenticated users.

On this page, the status information of each authenticated user, including its current idle time, user
name, [P address, MAC address, and status, is shown. In addition, you can click the Detail link in the
Statistics column to see more detailed statistics information, such as Input packets, Qutput packets,
Input bytes, and Qutput bytes.
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Basic Information

User name Iufdea

Status CONNECTED
IF address 192.168.0.2
MAC address 00-04-79-64-11-88
Time Information

Current idle timefidle timeout (sec) |9f600

D aitmum session time (sec.) 600
Contection tite (sec.) A0

Femainitg session time (sec.) 3560

Flow Information

Inpnat packets 367

Cutput packets 395

Inpat bytes 209213
Cutput byrtes 47716

Inpnat gigaword a0

Cutput gizaword a0

Fig. 23. Authenticated user detailed information.

Any authenticated user can be terminated by clicking the corresponding Terminate link so that this
user is blocked from using networking services provided by the Router. A terminated user is moved to
the Terminated Users Table. Clicking the corresponding Release link puts a terminated user back
into authenticated state.

Terminated Users Tahle (Latest 200 Users)

Mo. MAC Address Release
1 00-0A-79-64-11-8B Release
Fig. 24. Terminated users.
1.5.3. Account Table
Account Table List {Latest 300 Users)
MNo.| User Name | Pass word | Rac Address | Purchased(min.) | Remaining Credit(min.) | Valid Period{min.) | Cost | Status
1 hjdera hejalm - 120 120 10020 3.000 | Register
2 bfemra blrhkk 000AT964115B 30 30 10020 1000 | Active

Fig. 25. Account Table List

On this page, all the local under registered in local user database are shown. A activated user is identi-
fied by its MAC address, login time and the ‘Active’ under the ‘Status’ column.
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1.5.4. Amount Log

Amount

Total Amount : $10.000
Coinhox Pulled Value: $60.000

Select :IF'E'QE 1 'I

Latest 300 logs
No. Amount Date/ Time
1 00050 2007-01-16 16:35:16
2 00os.0 2007-01-16 16:36:10

Fig. 26. Amount Log List

@ Total Amount : Total amount of money currently in the coin box
@ Coinbox Pulled Value : Total amount of money at last pulled coin box
€ Amount : Each transaction amount

€ Date/Time : transaction time

1.5.5. Session List

Latest 50 Dutgoing Session List
No. | Source IP Address Source Port Destination IP Address | Destination Port | Protocol
1 192.168.0.2 1842 20384197 232 a0 HTTP
2 192.168.0.2 1843 20334197 232 20 HTTF
3 19216802 1844 20384197 232 a0 HTTP
4 192.168.0.2 1845 20234197 232 20 HTTF
5 19216802 1846 20384197 232 a0 HTTP
4 192.168.0.2 1788 203.66.137 .32 20 HTTF
7 192.168.0.2 1832 20384197 232 a0 HTTP
8 192.168.0.2 1833 20334197 232 20 HTTF
Fig. 27. Latest outgoing user traffic sessions.
Latest 50 Incoming Session List
No. | Source IP Address Source Port Destination IP Address | Destination Port | Protocol
1 203.66.137 .32 20 19216802 1728 HTTP
2 203 84,197 232 20 192.168.02 1832 HTTF
3 20384197 232 a0 19216802 1833 HTTP
4 203 84,197 232 20 192.168.02 1837 HTTF
5 20384197 232 20 19216802 1839 HTTP
4 203 84,197 232 20 192.168.02 1841 HTTF
7 20384197 232 a0 19216802 1242 HTTP
8 203 84,197 232 20 192.168.02 1843 HTTF

Fig. 28. Latest incoming user traffic sessions.

On this page, latest 50 outgoing and 50 incoming user traffic sessions are shown for monitoring net-
work activity.

16



1.5.6. Managed LAN Devices

LA Devices Status (Latest 15 devices)

Check dewices f alive every 10 munutes

Mo. | Device Mame | Status | Virtual Port Device IP Address | Device Port

Device MAC Address

Protocol

Intexface

1 Oilite 60000 192.162.0.4 BOZE

00-01-AZ-02-52-80

TCF

Wired

Fig. 29. Managed LAN devices.

On this page, the status of every managed LAN device is shown. The Offline status indicates a non-
working device while the Online status indicates a working device. The Add Device button serves as
a shortcut to the Advanced, LAN Device Management configuration page, on which you can specify
which devices to manage. See Section 1.10.3 for more information.

1.5.7. Diagnosis Log
Select :IF'E'Q'?I :I'

The logs hetween Control Board and Gateway (200 latest logs)
Mo. Control Board <->= Gateway Date, Time Code
-:=- 2007-01-0503:21:17 CFO0
< 2007-01-0503:21:14 =00
= 2007-01-0503:21:14 =00

Fig. 30. Diagnosis Log.

1.5.8. Diagnosis Status

SYSTEM STATUS

Mormal

Mo account

(Fezerved)

(Fezerved)

Mo WA

Printer Problem (INo paper, Prnter error, Lack paper)

Clomn box full

Clomn box steal

Com machine error

Eevpad error

EZ232 error

Fig. 31. System Status.
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€@ No account : Sale accounts over 300 or Disabled Authentication
Reserved : Reserved

No WAN : Internet Access failure

Printer Problem : No paper * Printer malfunction * Lack of paper
Coin box full : Coin box full

Coin box steal : Coin box pulled over 25 seconds

Coin machine error : Coin mechanism malfunctions

Keypad error - Stuffed keypad

® & 6 6 6 ¢ o o

RS232 error : communication failure between Control Board and Gateway

1.6. System

1.6.1. Specifying Operational Mode
Operational Mode

" Gateway with a FFFoE-Based DEL/Cable Connection

*  Gateway with a DHCP-Based DSL/Cable Connection
©  Gateway with a Static-TP DSL/Cable Connection
Fig. 32. Operational modes.
On this page, you can specify the operational mode for the Router. Currently, 5 modes are available:

® Router with a PPPoE-based DSL/Cable Connection. In this mode, the Router assumes
that a DSL or cable modem is connected to its Ethernet WAN interface. The client computers
can therefore share this DSL/cable-based Internet connection by the NAT server functionality.
The IP address of the Ethernet WAN interface is obtained automatically by PPPoE from the ISP.

® Router with a DHCP-based DSL/Cable Connection. In this mode, the Router assumes
that a DSL or cable modem is connected to its Ethernet WAN interface. The client computers
can therefore share this DSL/cable-based Internet connection by the NAT server functionality.
The IP address of the Ethernet WAN interface is obtained automatically by DHCP from the ISP.

® Router with a Static-IP DSL/Cable Connection. In this mode, the Router assumes that a
DSL or cable modem is connected to its Ethernet WAN interface. The client computers can
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therefore share this DSL/cable-based Internet connection by the NAT server functionality. The
IP address of the Ethernet WAN interface must be manually set.

1.6.2. Password Settings

Password Settings

Cld admimstrator password: |

Modified type: IAdministratnr =]
Administrator

Admumstrator name: I

MNew password: I

Confirm password: I

Account Manager

Ifanager name: |

HNew password: |

Confirm password: |

Fig. 33. Password.

On this page, you could change the user name and password of the administrator and account man-
ager.

1.6.3. Firmware Tools

Firmware management protocol: |HTrP vI

Fig. 34. Firmware management protocol setting.

Firmware management operations for the access Router include Firmware Upgrade, Configuration
Restore, Configuration Backup, and Configuration Reset. Firmware upgrade, configuration backup,
and configuration restore can be achieved via HTTP or TFTP. The HTTP-based way is suggested be-
cause it’s more user-friendly. However, due to different behavior of different Web browser versions,
HTTP-based firmware management operations may not work properly with some Web browsers. If
you cannot successfully perform HTTP-based firmware management operations with your Web
browser, try the TFTP-based way.

1.6.3.1. Upgrading Firmware by HTTP

Firmware Upgrade

Firmware file name: | Browse... |

Fig. 35. Firmware upgrade by HTTP.
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To upgrade firmware of the access Router by HTTP:

1. Click Browse and then select a correct firmware .bin file. The firmware file path will be shown
in the Firmware file name text box.

2. Click Upgrade to begin the upgrade process.

1.6.3.2. Backing up and Restoring Configuration Settings by
HTTP

Configuration Backup
Back Up

Fig. 36. Configuration backup by HTTP.

To back up configuration of the access Router by HTTP:
1.  Click Back Up.
2. You’ll be prompted to open or save the configuration file. Click Save.

3. The configuration file is named by the TYA-192’s MAC address. For example, if the
TYA-192’s MAC address is 00-01-02-33-44-55, the configuration backup file should be
“000102334455.hex”. Don’t change the configuration file name in the Save As dialog box. Se-
lect a folder in which the configuration file is to be stored. And then, click Save.

NOTE: | The procedure may be a little different with different Web browsers.

Configuration Restore

Configuration file name: | Browse. . |

Resfore

Fig. 37. Configuration restore by HTTP.

To restore configuration of the access Router by HTTP:
1. Click Browse and then select a correct configuration .hex file. You have to make sure the file
name is the access Router’s MAC address. The firmware file path will be shown in the Firm-

ware file name text box.

2. Click Restore to upload the configuration file to the access Router.

1.6.3.3. Upgrading Firmware by TFTP

TFTP server IP address: |192.158.D.19
Max number of retries: |30 vl
Timeout; |1E| seC. v|

Fig. 38. TFTP server settings.
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When use TFTP as the firmware management protocol, you can configure settings for the access
Router’s TFTP client to communicate with a TFTP server. If the TFTP client does not get a response
from the TFTP server within a period specified by the Timeout setting, it will resend the previous
request. The Max number of retries setting specifies the maximal number of resend before the TFTP
client stops communicating with the TFTP server.

Within the folder “Utilities” on the companion CD-ROM disk, we offered a TFTP server program

(TftpSrvr.exe) for firmware upgrade. Run this program on the computer that is to serve as a TFTP
server.

Firmware Upgrade

Firmwrare file name: |

Fig. 39. Firmware upgrade by TFTP.
To upgrade firmware of the access Router by TFTP:

1. Get a computer that will be used as a TFTP server and as a managing computer to trigger the
upgrade process.

2. Connect the computer and one of the LAN Ethernet switch port with a normal Ethernet cable.

3.  Configure IP address of the computer so that the Router and the computer are in the same IP
subnet.

4.  On the computer, run the TETP Server utility. And specify the folder in which the firmware files
reside.
5. On the computer, run a Web browser and click the General, Firmware Upgrade hyperlink.

6.  Specify the IP address of the computer, which acts as a TFTP server. If you don’t know the IP
address of the computer, open a Command Prompt, and type [pConfig, then press the Enter key.

7.  Trigger the firmware upgrade process by clicking Upgrade.

#% TFTP Server ] x|

r: |

Working folder: |D:\My ProjectstVC Projects\TFTPAT{tpSivr |__|
Timeout: ll 'I sec. Maxno. of sssions: |1 v'

Max no. of retries: lﬂ Yiew Sessions.., l Close Sessions.., I

[~ Accept write requests

Event log: Clear Log I

Fig. 40. TFTP Server.
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After the dialog box of the TFTP server program appears, be sure to specify the working folder
within which the downloaded firmware files reside and the Accept read requests check box of
TFTP Server is selected. Also, the LAN IP address of the Router and the IP address of the TFTP
server must be in the same IP subnet for TFTP to work.

Due to the unreliable nature of wireless media, it’s highly recommended that the TFTP server
and the to-be-upgraded wireless access Router be connected by Ethernet, and on the same LAN,
so that the upgrade process would be smooth. A failed upgrade may corrupt the firmware and
make the Router unstartable. When this occurs, call for technical support.

After the firmware is upgraded, be sure to delete the contents of the Web browser cache, so that
the Web management pages can be shown correctly.

TIP:

The firmware of a deployed access Router can also be upgraded remotely from the Inter-
net. In this case, you must have configured the Router to be remotely manageable (see
Section 1.9.1.1) and adjust the Timeout and Max no. of retries settings of TFTP Server
for remote TFTP upgrade to succeed.

1.6.3.4. Backing up and Restoring Configuration Settings by
TFTP

Configuration Backup/Restore
Back Up Restore

Fig. 41. Configuration backup/restore.

To back up configuration of the access Router by TFTP:

1.

Get a computer that will be used as a TFTP server and as a managing computer to trigger the
backup process.

Connect the computer and one of the LAN Ethernet switch port with a normal Ethernet cable.

Configure the IP address of the computer so that the computer and the Router are in the same IP
subnet.

On the computer, run the TFTP Server utility. Select the Accept write requests check box, and
specify the folder to which the configuration settings of the Router will be saved.

On the computer, run a Web browser and click the SYSTEM\Firmware Tools hyperlink.

Within the Configuration Backup/Restore section, specify the IP address of the computer,
which acts as a TFTP server. If you don’t know the IP address of the computer, open a Com-
mand Prompt, and type IpConfig, then press the Enter key.

Trigger the backup process by clicking Back Up. The Router’s configuration settings will be
saved as “AaBbCcDdEeFf.hex” by the TFTP server, where “AaBbCcDdEeFf” is the Router’s
MAC address. For example, if the Router’s MAC address is 00-01-02-33-44-55, the configura-
tion backup file will be “000102334455.hex”.
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NOTE: | Remember to select the Accept write requests check box of TFTP Server.

To restore configuration of the TYA-192 by TFTP

1.

Get a computer that will be used as a TFTP server and as a managing computer to trigger the
restoring process.

Connect the computer and one of the LAN Ethernet switch port with a normal Ethernet cable.

Configure the IP address of the computer so that the computer and the Router are in the same [P
subnet.

On the computer, run the TFTP Server utility. And specify the folder in which the configuration
backup file resides. A configuration backup file is named by the Router’s MAC address. For
example, if the Router’s MAC address is 00-01-02-33-44-55, the configuration backup file
should be “000102334455.hex”.

On the computer, run a Web browser and click the General, Firmware Tools hyperlink.
Within the Configuration Backup/Restore section, specify the IP address of the computer,
which acts as a TFTP server. If you don’t know the IP address of the computer, open a Com-

mand Prompt, and type IpConfig, then press the Enter key.

Trigger the restoring process by clicking Restore. The Router will then download the configura-
tion backup file from the TFTP server.

NOTE: | Make sure the file is a valid configuration backup file for the access Router.

1.6.3.5. Resetting Configuration to Factory Defaults

Configuration Reset (Factory Defaults)

Fig. 42. Configuration reset.

Clicking the Reset button resets the device configuration to factory defaults.

WARNING: | Clicking the Reset button will lose all your current configuration settings.
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1.6.4. Setting Time Zone

Set the time zone of the Wireless Hotspot Gateway.

Set Time Zone: E(ShATH0E: 00 Taipel %
Configure Tune Server (TP

Yo can automatically maintait the system time by synchromizing with a public time server over the
Internet.

Time server: |time.wind0ws.cum |

Draylight: (3 Enable & Disable

Get time from your Cotnputer:

Fig. 43. Time zone and time server settings.

The TYA-192 supports absolute system time by querying the SNTP (Simple Network Time Protocol)
time server specified by the Time server setting. And you should specify the Time zone according to
where you are.

1.6.5. Location Information

Location Information

Location MName:

| (=50
Address: | (Tlax=200)
Contact IMame: | (Wlax=30)
Contact Phone: | (Wlax=30)
Install Date: | (Ex:2006/10/18)

Fig. 44. Location Information Settings.

1.7. Configuring TCP/IP Related Settings

1.7.1. Address

The addressing settings depend on the operational mode of the TYA-192. Each operational mode re-
quires different addressing settings.
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1.7.1.1. Router with a PPPoE-Based DSL/Cable Connection
TCPTIP Addressing

Ethernet WAN Interface
Custom MAC address of WA

. [o0-09-92-02-09-4C
interface:

Trigger mode: IAutn 'I
Ilasmum transmission unit: |1 492

TTzer name: |username
Password: I

Confirm password: |

Service name: |

Tdle disconnect tune {run ) |1D—

Host name: Igateway
EthernetWireless LAN Interfaces

IP address: [192.168.0.1
Subnet mask: [255.255.255.0

Fig. 45. TCP/IP settings for Router with a PPPoE-Based DSL/Cable Connection mode.

If the TYA-192 was set to be in Router with a PPPoE-Based DSL/Cable Connection mode, two IP
addresses are needed—one for the Ethernet LAN interface and the other for the WAN interface. The
LAN IP address must be set manually to a private IP address, say 192.168.0.xxx. The default LAN IP
address is 192.168.0.1 and the default subnet mask is 255.255.255.0. In most cases, these default set-
tings need no change.

As for the WAN IP address, it is obtained automatically by PPPoE from the ISP. Consult your ISP for
the correct User name, Password, and Service name settings.

The Trigger mode setting specifies the way a PPPoE connection is established. Your PPPoE connec-
tion can be established and torn down manually (Manual) by clicking the Connect and Disconnect
buttons on the Start page, respectively. Or you can choose to let the device automatically (Auto) es-
tablish a PPPoE connection at bootup time. In Auto mode, if the connection is disrupted, the device
will try to re-establish the broken connection automatically.

Custom MAC Address of WAN Interface enables you to change the MAC address of the Ethernet
WAN interface. Therefore, if the ISP-provided DSL or cable modem works only with the
ISP-provided Ethernet card for a computer, the WAN interface of the Router can mimic the
ISP-provided Ethernet card by changing its MAC address to the Ethernet card’s MAC address.
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1.7.1.2. Router with a DHCP-Based DSL/Cable Connection

TCP/IP Addressing

Ethernet WAN Interface

r Custom MAT address of WADN 00552020540
interface:

Trigger mode: IAuto 'l

Host name: Igateway

Ethernet/Wireless LA Interfaces

IP address: |192.168.D.1

Subnet mask: |255.255.255.D

Fig. 46. TCP/IP settings for Router with a DHCP-Based DSL/Cable Connection mode.

If the TYA-192 was set to be in Router with a DHCP-Based DSL/Cable Connection mode, two IP
addresses are needed—one for the Ethernet LAN interface and the other for the WAN interface. The
LAN IP address must be set manually to a private IP address, say 192.168.0.xxx. The default LAN IP
address is 192.168.0.1 and the default subnet mask is 255.255.255.0. In most cases, these default set-
tings need no change.

As for the WAN IP address, it is obtained by DHCP from the ISP. The Trigger mode setting affects
the behavior of the DHCP client of the Router. In Auto mode, you don’t have to worry about the
DHCP process; the device takes care of everything. In Manual mode, there are two buttons on the

Start page for you to manually release an obtained IP address (Release) and re-obtain a new one from
a DHCP server (Renew).

‘Heartbeat for BigPond Cable’ is the settings for service of Telstra, Australia. Please consult the Tel-
stra ISP for detail information.

Custom MAC Address of WAN Interface enables you to change the MAC address of the Ethernet
WAN interface. Therefore, if the ISP-provided DSL or cable modem works only with the
ISP-provided Ethernet card for a computer, the WAN interface of the Router can mimic the
ISP-provided Ethernet card by changing its MAC address to the Ethernet card’s MAC address.

1.7.1.3. Router with a Static-IP DSL/Cable Connection

TCP/IP Addressing

Ethernet WAN Interface

- Custom MAC address of WATT I—DD-DQ-QE-DQ-DQ-dC
nterface

Address Settings

IP address: lm
Subnet mask: m
Default gateway: lm
Host name: W
Primary DS server: W
Secondary DINE server: l—
AT [Enabled =]
Ethernet/Wireless LAN Interfaces

IP address: IW
Subnet mask: IW

Fig. 47. TCP/IP settings for Router with a Static-IP DSL/Cable Connection mode.
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If the Router was set to be in Router with a Static-IP DSL/Cable Connection mode, two IP ad-
dresses are needed—one for the Ethernet LAN interface and the other for the WAN interface. The
LAN IP address must be set manually to a private IP address, say 192.168.0.xxx. The default LAN IP
address is 192.168.0.1 and the default subnet mask is 255.255.255.0. In most cases, these default set-
tings need no change.

As for the WAN IP address, it must be manually set. Consult your ISP for the correct IP address,
Default Router, Subnet mask, Primary DNS server, and Secondary DNS server settings.

Custom MAC Address of WAN Interface enables you to change the MAC address of the Ethernet
WAN interface. Therefore, if the ISP-provided DSL or cable modem works only with the

ISP-provided Ethernet card for a computer, the WAN interface of the Router can mimic the
ISP-provided Ethernet card by changing its MAC address to the Ethernet card’s MAC address.

1.7.2. DHCP Server

1.7.2.1. Functionality

There are three mode of DHCP Server to be defined in ‘Functionality’: Disable, DHCP Server , and
DHCP Relay.

1.7.2.2. Basic

Easic

Default gateway: |1 52.168.0.1
Subnet mask: |255.255.255.0
Pritnary DINS server: [192.168.0.1

secondary DS server: |

First allocable TP address: |192_1EB_D_2
Lllocable TF address count: {200

Fig. 48. Basic DHCP server settings.

The Router can automatically assign IP addresses to client computers by DHCP. In this section of the
management page, you can specify the Default Router, Subnet mask, Primary DNS server, and
Secondary DNS server settings that will be sent to a client at its request. Additionally, you can spec-
ify the first [P address that will be assigned to the clients and the number of allocateable IP addresses.

In most cases, Default Router and Primary DNS server should be set to the IP address of the
Router’s LAN interface (e.g., the default LAN IP address is 192.168.0.1), and Subnet mask is set to
255.255.255.0. There should be only one DHCP server on the LAN; otherwise, DHCP would not
work properly. If there is already a DHCP server on the LAN, disable the DHCP server functionality
of the Router.

27



1.7.2.3. Static DHCP Mappings

Static DHCP Mappings
Enabled Desc. MAC Address IP Address
=TT [oo-22326D8002  [192.168.0.203
= | |
= | |
= | |
= | |
= | |
= | |
= | |
= | |
= | |

Fig. 49. Static DHCP mappings.

IP addresses of servers are often static so that clients could always locate the servers by the static IP
addresses. By Static DHCP Mappings, you can ensure that a host will get the same IP address when
it requests one from the DHCP server. Therefore, instead of configuring the IP address of an intranet
server manually, you can configure the server to obtain an IP address by DHCP and it is always as-
signed the same IP address.

To always assign a static IP address to a specific DHCP client:

1.  Specify the MAC address of the DHCP client and the IP address to be assigned to it. Then, give
a description for this mapping.

2. Select the corresponding Enabled check box.

1.7.3. Zero Client Reconfiguration

Zero Client Reconfiguration

[ Clent TF/ARP handling
[T Transparent SMTF prozy

ZMTE server: Imail.smtpser\rer.cnm

ZMTE port: |25—

Arecount: |username

(Account' should be something like UserMame@comp aty. cotn)
Pazsword: I

Fig. 50. Zero Client Reconfiguration Settings.

The TYA-192 provides the ‘Zero Client Reconfiguration’ function to allow the wireless clients asso-
ciate to the TYA-192 without any network setting modification required. It is a convenient function
for the wireless users who can associate the TYA-192 automatically and no need to learn the network
environment details where the TYA-192 deployed. The ‘Zero Client Reconfiguration’ function is en-
abled by checking the box of ‘Client IP/ARP handling’.
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The ‘Transparent SMTP proxy’ function provides the capability that the outgoing email of all wireless
clients who associated to the TYA-192 will use ONLY the specified SMTP email account, the origi-
nal email account will be replaced by the specified email account. For example, if the email account
of SMTP proxy of TYA-192 is ‘xxx@yyy.com’ and the original email of wireless users is
‘abc@xyz.com’, if the SMTP proxy enable, the outgoing email of original ‘abc@xyz.com’ will be
replaced by ‘xxx@yyy.com’ which specified in the SMTP proxy setting.

The SMTP proxy function can only replace the outgoing email to be the specified email
NOTE: account. Only the user(s) who has the SMTP settings (SMTP address, username, and

password) of specified email account can receive the email(s) from the specified SMTP
proxy account.

1.7.4. PPTP Client

PPTP Setting
Basic
Functionality: Im
Re-connect interval: |5—(N.T.m)
VPN Server: lm
User name: ltest—
Password: l"*"‘*—
Diata Pazs Through VP Tunnel Function: lm

¥ Sysleg

¥ SMMP Traps

¥ 802 1z{authorizationdac counting)
¥ DHCP Relay

Fig. 51. PPTP Settings.

1.8. Configuring Wireless Settings

1.8.1. Communication

Basic IEEE 802.11b/g-related communication settings include AP functionality, Regulatory domain,
Channel number, Network name (SSID), Data rate, and Transmit power.

AP functionality (Enabled v
Policy: ' hixed V
Eegulatory domaim: |_ETSI|:Eur|:|pe]|Y.
Channe] number: IE._‘ ; _'

Hetwork name {25100 :_wirelesa

Data rate: IEutn _~*_
Transtnit power: H|gh V

Fig. 52. Basic IEEE 802.11b/g communication settings.
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For specific needs such as configuring the TYA-192 as a wireless LAN-to-LAN bridge, the AP func-
tionality can be disabled, so that no wireless client can associate with the TYA-192.

Since the IEEE 802.11g-based TYA-192 is also IEEE 802.11b compatible, you can configure the
Date rate setting to meet your backwards compatibility needs. If there is RF interference, you may
want to reduce the Data rate for more reliable wireless transmission. In most cases, leave the setting
to Auto.

The number of available RF channels depends on local regulations; therefore you have to choose an
appropriate regulatory domain to comply with local regulations. The SSID of a wireless client com-
puter and the SSID of the TYA-192 must be identical for them to communicate with each other.

The Regulatory domain setting of the TYA-192 sold in the U.S. and Canada in not con-

NOTE: figurable. It’s set to FCC by default. As a result, only channels from 1 to 11 are available.

The transmit power of the RF module of the TYA-192 can be adjusted so that the RF coverage of the
TYA-192 can be changed.

1.8.2. Security

IEEE 802.11b/g security settings include SSID broadcasts, Security mode, IEEE 802.11 Authenti-
cation algorithm, WEP keys, MAC-Address-Based Access Control.

For security reasons, it’s highly recommended that the security mode be set to options other than
Open System. When the security mode is set to Open System, no authentication and data encryption
will be performed. Additionally, you can disable the SSID broadcasts functionality so that a wireless
client (STA or Bridge Slave) with an “ANY”” SSID cannot associate with the TYA-192.

Basic

=elD broadeasts: IEnabIed 'I
Wireless client isolation: IDisahIed 'I

Securtty mode: |Static WEP Rd|

Authentication algorithrn: IAutn—Ll

Eey length: Im

Selected key: Im

Faszphrase: I Generate |
Eey 1 I*“’“*“**—

Eey 2: I*“’“*“**—

Eey 3: I“‘*‘“‘*‘“‘*“‘"’—

Eey 4 I“‘*‘“‘*‘“‘*‘*“‘"’—

Fig. 53. Basic IEEE 802.11g security settings.

Wireless Client Isolation is a feature for the TYA-192 to block wireless-to-wireless traffic between
STAs so that the STAs cannot see each other. This feature is useful for WLANs deployed in public
places. This way, hackers have no chance to attack other wireless users in a hotspot.

There are up to 7 security modes:
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® Open System. No authentication, no data encryption.
® Static WEP. WEP (Wired Equivalent Privacy) keys must be manually configured.

® Static TKIP (WPA-PSK). Only TKIP (Temporal Key Integrity Protocol) mechanism of WPA
(Wi-Fi Protected Access) is enabled. In this mode, you have to specify the Pre-shared key,
which will be used by the TKIP engine as a master key to generate keys that actually encrypt
outgoing packets and decrypt incoming packets.

NOTE: | The number of characters of the Pre-shared key setting must be at least 8 and can be up
to 10.

According to the IEEE 802.11 standard, WEP can be used for authentication and data encryption.
Normally, Shared Key authentication is used if WEP data encryption is enabled. In rare cases, Open
System authentication may be used when WEP data encryption is enabled. The Authentication algo-
rithm setting is provided for better compatibility with wireless client computers with various WLAN
network adapters. There are three options available, including Open System, Shared Key, and Auto.

When WEP is enabled by a security mode, the Key length can be specified to be 64 Bits or 128 Bits.
The Selected key setting specifies the key to be used as a send-key for encrypting traffic from the lo-
cal device side to the remote device side. All 4 WEP keys are used as receive-keys to decrypt traffic
from the remote device side to the local device side.

Each field of a WEP key setting is a hex-decimal number from 0-9, A-F. For example,
NOTE: | when the security mode is Static WEP and the key length is 64 Bits, you could set Key 1
to “00012E3ADEF”.

1.9. Configuring AAA (Authentication, Authorization, Ac-
counting) Settings

1.9.1. Web Redirection

The TYA-192 supports both IEEE 802.1x-based and Web redirection-based user authentication.

Here is a brief description of how Web redirection works: When an unauthenticated wireless user is
trying to access a Web page, a logon page is shown instead of the requested page, so that the user can
type his/her user name and password for authentication.
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1.9.1.1. Basic
Web Redirection

Rasic

Functionality: Digabled =l

Tnrestricted Clients

By IP address:
Starting IP: | End IP: Add

IP Pass-Through Table
No.|Starting IP Address End IP Address Delete

By MAC address:
WAT address: IDD-DD-DD-DD-DD-DD Add

MAC Pass-Through Table
No. MAC Address Delete

1 |00-01-a8-02-52-80 Delete |

‘Walled (Garden {(For wehsite with static TP used only)

Prompt: |

URL: | Add
(Tsage: S5L page must use fill URL like "http s ')

Walled (arden Table
No./URL Delete

Fig. 54. Web redirection disabled.

There are three modes for Web redirection—Enabled with Authentication, Enabled without Au-
thentication, and Disabled.

In Enabled with Authentication mode, when a wireless user tries to access the Internet, he/she is
redirected to a Default log-on page or a page stored on an external Web server (The following URL),
depending on the network administrator’s choice.

You have not been authenticated,

therefore access of this site is not allowed.
Please enter

vour user name and password for authentication.

Fig. 55. Default log-on page.

After the wireless user passes authentication, the wireless user can be brought to the originally re-
quested Web page (Original URL requested by the user) or to a default page for advertisement
purposes (The following URL). For example, if “http://www.wi-fi.com” is set for The following
URL, the user will be brought to the home page of Wi-Fi Alliance.
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In addition, the Log-Off window is also shown after the wireless passes authentication. The Log-Off
window can be configured to contain the Default log-off page or a page stored on an external Web
server (The following URL).

You have been authenticated.

Remaining session time: 01:59:55
Message: Connected!!

Logout URL : http://192,168.0. 1/radius/onload.htm

Fig. 56. Default log-off page.

NOTE: On a PDA such as Pocket PC, the log-off would not be shown. To log off from the net-
" | work, go back to the log-on page, and then click Log Oot to end the session.

If the user fails the authentication, the user can be brought to a default warning page (Default page)
or a page for the user to subscribe a wireless Internet access service (The following URL).

Authentication failed.
User name or password is invalid,

Fig. 57. Default authentication failure warning page.

If you choose The following URL for Log-on page for authentication, Log-off and status page, or
Web page shown after failed authentication, the pages stored on an external server have to contain
specific HTML/JavaScript code so that Web redirection can work without error. Use the source of the
default pages as templates for design your own authentication pages.

Because your customized versions of authentication pages have to contain references to the access
Router’s LAN IP address (192.168.0.1 by default). If the LAN IP address of the access Router is
changed, you must remember to change the IP address references in you customized pages.

Web Redirection

Basic

Functionality: Enahled without Authentication =]

ser redirect page http:fd

Fig. 58. Web redirection enabled without authentication.

In Enabled without Authentication mode, a user can access the Internet through the access Router
without being authenticated first. However, instead of accessing his/her requested page, he/she is first
redirected to a URL for advertisement purposes (User redirect page).
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1.9.1.2. Unrestricted Clients

TUnrestricted Clients

By IP address:

Starting IP: | End IP: Add

IP Pass-Through Tahle
No.|Starting TP Address End TP Address Delete

1 |210.12.11.10 210.12.11.20 Delete |

By MAC address:
MAC address: [00-00-00-00-00-00 Add

MAC Pass-Through Table
No.|MAC Address Delete

1 |00-07-12-01-95-00 Deletel
2 |00-07-12-01-95-01 Deletel

Fig. 59. Unrestricted clients settings.

There are occasions on which you want some computers to be able to freely access the Internet with-
out being authenticated first. For example, you may want your wired desktop computers connected
with the Router to be uncontrolled by the Router while providing wireless Internet access service for
your customers with wireless laptop computers. The Unrestricted Clients feature is for this purpose.
You can specify the computers to be uncontrolled by IP address or MAC address.

To specify uncontrolled computers within an IP address range:

1. Specify the Stating IP and End IP addresses of the IP address range.

2. Click Add. Then you’ll see the newly entered IP address range appear in the IP Pass-Though
Table.

To specify a uncontrolled computer by MAC address:

1. Specify its MAC address.

2. Click Add. Then you’ll see the newly entered MAC address appear in the MAC Pass-Through
Table.
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1.9.1.3. Walled Garden

Walled (Farden (For website with static IP used only)

Prompt: I

URL: | Add
(Tsage: 351 page must use full TRL like httpsior ')

Walled Garden Tahle

No.[URL Delete
1 |Mational Tarwan Urversity http://140.112.8.130) Delete |
2 |Interepoch (http/i61.222.165.10) Delete |

Fig. 60. Walled garden settings.

IP addresses or URLs in the walled garden can be accessed without authentication. This feature is
useful for WISPs to do advertisement. For example, a WISP can set up a Web server to contain adver-
tisement information for users who have not subscribed to its wireless Internet access service. The
walled garden links are shown on the /og-on authentication page.

To add a link to the walled garden:

1.  Describe this link in the Prompt text box.
2. Specify the URL of this link in the URL text box.
3. Click Add. Then you’ll see the newly entered hyperlink appear in the Walled Garden Table.

You cannot specify a Web site that supports Web redirection, which redirects HTTP re-
quests to another URL, as a walled garden site. If such a Web-redirection-enabled site is
NOTE: specified in the walled garden, an HTTP access request to this site is redirected to another
" | site that is “out of” the walled garden. And the user is therefore needs to be authenticated
to access this out-of-walled-garden site. Always specify a Web site that actually hosts
Web content as a walled garden site.

1.9.2. Authentication Session Control

Session Control

Tdle timeout (i ): fio
Zession tmeout (min.); IEIi
Ifax number of sessions per user: I'ISEIi
Eeep alive functionality; Im
Eeep alive nterval {mm ) IEIi

Fig. 61. Authentication session control settings.

Authentication session control settings are for controlling the lifetimes of user authentication sessions.
The Idle timeout setting specifies how long a user can be idle without generating any traffic before
being terminated. The Session timeout setting specifies the maximum session lifetime. A zero value
in the Idle timeout, Session timeout, or Keep alive interval setting disables the corresponding func-
tionality effectively.
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In addition, the Router provides a mechanism for detecting whether a user has left unexpectedly by
handshaking between JavaScript code in the /og-off authentication page and the Router. The /og-off
page notifies the Router periodically to announce user existence. When this mechanism for user exis-
tence detection is enabled (Keep alive functionality), the Router will terminate a user if no notifica-

tion is received from the /og-off page on the user’s computer within the number of minutes specified
by the Keep alive interval setting.

The Log-Off window cannot not be shown on a Windows CE-based Pocket PC, it is due
NOTE: to different JavaScript behavior of Pocket Explorer. To support Windows CE-based cli-

ents, you have to disable the keep-alive mechanism; otherwise the clients will be termi-
nated unexpectedly.

1.9.3. Authentication Page Customization

1.9.3.1. Log-On, Log-Off, Authentication Success, and Au-
thentication Failure Pages

Log-on, log-off, authentication success, and authentication failure authentication pages can be cus-
tomized in a similar way. You can specify the Text alignment style, page title (HTML title) and the

Contents. The Contents setting accepts HTML tagging. Clicking the Preview link shows a test page
for you to see the results.

Authentication Page Customization

Select a page to edit; |Se|ect j

Log-On

Text alignment: Left =

HTML title: |Log—On

Contents: <B>You have not heen =]

authenticated, </B><ER>therefore access of this
site is not allowed.<ER>Please enter<hr>your
<Iruser name</I> and <I>password</I> for
authentication.

]
Preview
Fig. 62. Log-on page customization settings.
Authentication Page Customization
Select a page to edit: |Se|ect j
Authentication Success
Text alignment: Left =
HTML title: |Authentication Success
Contents: <Briuthentication succeeded.</B><BER>Flease ;I
wait & few seconds...
]

Preview

Fig. 63. Authentication success page customization settings.
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Authentication Page Customization

Select a page to edit: ISeIect j

Authentication Failure

Text alignment: Left =

HTIL title: |Authenticati0n Failure

Contents: <Brluthentication failed.</BE><BR»>User nawms or ;I

password iz inwvalid.

Preview

Fig. 64. Authentication failure page customization settings.

In addition to the Text alignment, HTML title, and Contents setting, two more settings are provided
for specifying the size of the Log-Off window (Windows width and Window height).

Authentication Page Customization

Zelect a page to edit: |Se|ect j

Log-Off

Text alignment: I Left vl

Window width (pasel): |5EID

Window height (pixel) 400

HTIIL title: ILUg-Oﬁ

Contents: You have been authenticated. |=]

=

Preview

Fig. 65. Log-off page customization settings.
Furthermore, Banner images and Hyperlinks can be added to the Log-Off window for advertisement
purposes. The banner images are shown in sequence at an interval specified by the Update interval
setting. You can also specify the size of the banner image (Image width and Image height).

To specify an advertisement link:

1.  Type the Banner image URL.
2. Type the Hyperlink URL.

3. Click the Add button, and then this advertisement link appears in the Advertisement Links Ta-
ble.
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Functionality

. IEnahIed 'I

Update interval (sec.). |1D

Image width (pixel); 450

Image height (pixely: I?'D—
Banrer image: http: /]
Hyperlink: http: /]

Advertisement Links Table
No. Banner Image Hyperlink

1w, Cis,

iy, 50211~

nctu.edu. tw/~gis88586/30211 -g"cp|anet,com

Fig. 66. Advertisement links settings.

3 Log-Off - Microsoft Internet Explorer

You have been authenticated.

Click Log Off to log off from the network.

Accounting session time: o00:02:29

Message: Connected!!

- "'8) & Expn = Spring 2003

20211

B A N T L B

The World's Largest
Wi-Fi Business Event

—lol x|

1.9.4. Billing

Billing

Fig. 67. Advertisement links in action.

Service Plan
' Time to Finish

Add

Delete

Delete |

The subscriber can access Internet only one time with one account. Once subscriber loging the pre-defined

usage time will start until nan out even the subscriber stop to access the Internet before run out.

 Accumulation

The subscriber can access Internet several times with one account. The system can keep and accumlate
every single usage time until the pre-defined usage time nan out

Price Plan
Select button Usage Time Charge
A ISD Iminutes j 1
B |ED |minutes j |2—
C |2 | Hours j |3—
Others |30 | minutes | per smallest monetary unit
Expiration

Account will be deleted after |1E8 hours automatically.

There are two service plans

Time to Finish means the subscriber can access Internet only one time with one account.
subscriber login, the pre-defined usage time will start until run out even the subscriber stop to access

the Internet before run out.

Fig. 68. Configure Billing Settings

: Time to Finish and Accumulation.

Accumulation means the subscriber can access Internet several times with one account.

can keep and accumulate every single usage time until the pre-defined usage time run out.
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There are four selections for price plan: A, B, C, and others.

Expiration is the setting for the pre-defined usage duration time.

1.10. Configuring Advanced Settings

1.10.1. Filters and Firewall
1.10.1.1. Packet Filters

Packet Filters
Functionality: Im
Policy for unmatched packets: m
Eules:
Actien Protocel Sizrdcreesrsp Subnet Mask Dein;ﬁ::; = Subnet Mask Des}t)]ilinon
P |Block =||aLL =] [192.168.0.1 [255.288.2850  [140.113.23.1 [255.255.255.255  [100-200,80 25,1

I [Block =||aLl =|| | | | |
0 [Block =l [all =] | | | |
I |Block =||aL =] | [ | |
I [Block =|[aLl =|| | [ | |

Fig. 69. Packet filters settings.

You can specify rules for the firewall component of the Router to check outgoing packets. Packets
that meet the rules can be permitted or denied. The protocol field, source IP address field, destination
1P address field, and destination port field of a packet’s IP header are inspected to see if it meets a
rule. A packet that meets a rule can be dropped (Block) or accepted (Accept) as specified in the Action
setting of the rule. Packets that do not meet any rules can be dropped (Discard) or accepted (Pass) as
specified in the Policy setting.

A rule is composed of 5 parts:

What to do if a packet meets this rule (Action)
B Protocol type

¢ Al

¢ ICMP
¢ TCP
¢ UDP

B Source IP address range (Source IP Address AND Source Subnet Mask)
B Destination IP address range (Destination IP Address AND Destination Subnet Mask)
B Port ranges

A source (destination) IP address range is determined by performing an AND operation on the source
(destination) IP address field and the source (destination) subnet mask field. For example, if the
source IP address field is 192.168.0.1 and the source subnet mask field is 255.255.255.0, the resultant
source IP address range is 192.168.0.0 to 192.168.0.255.
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Up to 5 port ranges can be specified in a rule, and these ranges must be separated by commas. For
example, “21,80,85-89,140,200-230” in the destination port field signifies 5 port ranges.

To set a rule for packet filtering:

1. Specify the protocol type, source IP address, source IP mask, destination IP address, desti-
nation IP mask, and destination port for the rule. Then specify in the Action setting how to
deal with a packet that meets the rule.

2. Select the corresponding Enabled check box.

Set the rules with great care since incorrect rules would make the Router inaccessible.
NOTE: | The last resort to restore the Router to service may be resetting its configuration to fac-
tory-set values by pressing the Default switch on the housing of the Router.

1.10.1.2. VLAN

YVLAN
[T Block wireless-to-Ethernet-LAT traffic

Fig. 70. VALN settings.

VLAN (Virtual Local Area Network) settings are for traffic isolation. When the Block wire-
less-to-Ethernet-LLAN traffic check box is selected, the Router does not forward packets between the
wireless network interface and the Ethernet LAN interface—traffic is allowed only between the
Ethernet WAN interface and the wireless network interface.

1.10.1.3. Firewall

Firewall
[T Enable 5FI (Stateful Paclet Inspection)
[T Block ICWP PING from Internet

Fig. 71. Packet filters and firewall settings.

SPI analyzes incoming and outgoing packets based on a set of criteria for abnormal content. Therefore,
SPI can detect hacker attacks, and can summarily reject an attack if the packet fits a suspicious profile.
To enable SPI, select the Enable Stateful Packet Inspection (SPI) check box.

Some DoS (Denial of Service) attacks are based on sending invalid ICMP request packets to hosts.
The Router can be set to not accept any ICMP requests on the Ethernet WAN interface to defense
against attacks of this kind. Enable this capability by selecting the Block ICMP PING from Internet
check box.

SPI can detect hacker attacks, including /P-Spoofing, Zero IP Length, Land, Smurf, Fraggle, Tear-
drop, Ping of Death, Syn-Flood, and X-Tree. Because some of the Router’s CPU resources are spent
in checking packets for these security features, you may feel networking performance degradation if
the security functions are enabled.
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1.10.1.4. URL Filters

URL Filters
Functionality: Im
Enabled Eeyword Enabled Keyword
T o nba.com [
= 2
2 2
= =
= =

Fig. 72. URL filters settings.

The TYA-192 is capable of blocking HTTP traffic from the intranet to specified unwelcome Web
sites.

To block HTTP traffic to an unwelcome Web site:
1.  Specify the URL (ex. www.xxx.com) of the unwelcome Web site.

2. Select the corresponding Enabled check box.

NOTE: | Do not type “http://” when specifying a URL. Just type the domain name.

1.10.2. Management

1.10.2.1. Basic

Easic
Web admin idle timeout (min ): o
Web management type: |LAN Only; Port: 80 j
[T Only allow the following managing hosts:
Starting [P Address: End IP Address:
M |0.0.0.0 0.0.0.0
M |0.0.0.0 0.0.0.0
M |0.0.0.0 0.0.0.0
M |0.0.0.0 0.0.0.0

Fig. 73. Web-based management type setting.

The TYA-192 can be managed locally from the LAN side, remotely from the WAN side, or from
both sides. Web admin idle timeout (min) means the idle timeout period for administrator. If the
management type is WAN Only or WAN and LAN, be sure to specify the port 8080 when typing a
URL for managing a Router within a Web browser. For example, if the WAN interface of a Router is
configured to be 61.16.33.113, the URL for managing this Router is “http://61.16.33.113:8080".

In addition, if the management type is set to WAN Only, the Router can be configured to be man-
ageable only from specific hosts. In this way, security of remote management is enhanced.
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To make the Router remotely manageable from specific hosts within an IP address
range:

1. Select the Only allow the following managing hosts check box.

2. Type the Starting IP address and the End IP Address of the host IP address range.

3. Select the corresponding check box next to the IP address range.

1.10.2.2. System Log

system Log
¥ Local log
™ Femote log by BSD Syslog

Swslog server IP address: |192.1EB.1UD.132

W Swstemn Uptime (Interval): |1|:I rminfs)
¥ Eemote log by SMTP Syslog

SWITE zerver |mai|.smtpsewer.cnm

SWTE port: IEE—

E-mail account: |uesmame

{("Account' should be somethung likce Userlame (@c otnpary. com)
Password: |

Syslog emal address (0
Syslog emal address 1
Syslog emal address 2;
Syslog emal address 3;

Fig. 74. System log settings.

System events can be logged to the on-board RAM of the TYA-192 (Local log) or sent in the form of
SNMP trap (Remote log by SNMP trap) or BSD Syslog (Remote log by BSD Syslog) to a remote
SNMP trap monitoring server or remote Syslog server, respectively. See the next subsection for more
information about SNMP trap settings. Set the IP address of the Syslog server in the Syslog server IP
address text box.
The system events are divided into the following categories:

B System Information: Login, logout, shut down, start up, NTP, Firmware Update.

B Connectivity: PPPOE.

B Application: DHCP.

B Control Board Message: Price Update, System Fault or Recovery, Pulled coin box, Deal
Finish.

B Managed LAN devices: LAN Device Up, LAN Device Down
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The SNMP Authentication Failure trap is issued when using an incorrect community
NOTE: | string to manage the Router via SNMP and the SNMP MIB II OID, snmpEnableAu-
thenTraps, is enabled (disabled by default).

1.10.3. LAN Device Management

LAN Device Management
Check dewvices if alive every |10 mintes
Device Name  Virtual Port Device IP Address Device Port Device MAC Address Protocol Interface AddDelete
| o | o | |TcP =] fwired  =||  Add
LD1 60001 192.168.0.201 20 00-00-14-1B-25-37 | TCP Wired Delete |
LDz 60002 192.168.0.202 20 00-00-14-1B-25-38 | TCP Wired Delete |
LDz &0003 192.168.0.203 161 00-00-14-1B-25-3% | TCP Wired Delete |

Fig. 75. LAN device management settings.

To specify a LAN device to manage:

1.  Give a name for this device in the Device Name text box.

2. Type the Virtual Port, Device IP Address, Device Port, and Device MAC Address for this
device.

3. Choose the type of the management protocol (TCP or UDP) from the Protocol drop-down list.

4.  Choose whether the Router communicates with the device wirelessly by WDS (Wireless) or by
Ethernet (Wired) from the Interface drop-down list.

5. Select the corresponding check box next to the Device Name text box.

NOTE: | A valid input for the Virtual Port field must be between 60001 and 60100 inclusive.

The IP address in a Device IP Address text box and the Router’s LAN IP address must
NOTE: X
be in the same IP subnet.

NOTE: The Device Name, Device MAC Address, and the Interface ficlds are informational.
" | They do not affect the inner workings of LAN device management.
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Appendix A

A-1: Default Settings

TIP: Press thg Default switch on the housing of a powered-on Router to reset the configura-
) tion settings to factory-set values.
Setting Name Default Value
Administrator
User Name root
Password root

LAN Interface

Method of obtaining an IP Address|Set manually

IP Address 192.168.0.1
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0

DHCP Server
Functionality Enabled
Default Gateway 192.168.0.1
Subnet Mask 255.255.255.0
Primary DNS Server 192.168.0.1
Secondary DNS Server 0.0.0.0
First Allocataeble IP Address 192.168.0.2

Allocateable IP Address Count 200
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A-2: LED Definitions

There are several LED indicators on the housing of a Router. They are defined as follows:

® PWR : Power

® ALV : Alive. Blinks when the TYA-192 is working normally.
® RF : IEEE 802.11b/g interface activity

[ ]

WAN/LAN  : Ethernet WAN/LAN interface activity

WAN/LAN/LAN/LAN/LAN

ﬂ ﬂ ﬂ ol 5] foL 5] 9

Fig. 76. LED Indicator.

A-3: Rear Panel

12V DC LAN /LAN /LAN /LAN /WAN COM RESET

Fig. 77. Rear Panel.
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Appendix B: Technical Specifica-
tions

B-1: TYA-192 Gateway

Standards:
IEEE802.11b Wireless LAN 11Mbps
IEEE802.11g Wireless LAN 54Mbps
IEEE802.3 10Baset Ethernet
IEEE802.3u 100BaseTX Fast Ethernet

Data rate & modulation:
OFDM@54Mbps, CCK@11/5.5Mbps, DQPSK@2Mbps and DBSK@1Mbps

Radio Technology:
OFDM
DSSS

Wireless Operation Range:
Open Space : 100~300m
Indoors : 35~100m

Channels:
USA: 1-11 (FCC),
Europe: 1-13 (ETSI),
Japan: 1-14

Frequency range:
2.402 ~ 2.472 GHz (North America)
2.402 ~ 2.4970 GHz (Japan)
2.402 ~ 2.4835 GHz (Europe ETSI)
2.4465 ~ 2.4835 GHz (France)

Transmission output Power:
Typ. 19dBm@11Mbps, 15dBm@54Mbps

Receiving Sensitivity:
Typ. -81dBm@11Mbps, -68dBm@54Mbps

Antenna:
Removable Antenna with R-SMA connector

Operational Modes:

Wireless:
® Access Point
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Gateway:

Router with PPPoE-based DSL/Cable connection.
Router with DHCP-based DSL/Cable connection.
Router with Static-IP DSL/Cable connection.
Router with WAN DSL/Cable connection

Interface:

10/100 Mbps RJ-45 Connector
RS-232c Serial Connector
802.11b/g WLAN

Security:
OPEN SYSTEM

64/128-bit WEP
STATIC TKIP ( WPA-PSK )

Configuration and Management:

Web-browser
TFTP

SNMP
Syslog

SMTP LOG

LEDs:

Power
LAN/WAN
WLAN
Alive

Environmental:

Temperature: Operating (0~557C), storage (-20~707C)
Humidity: 5% to 95% non-condensing in storage
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